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Endpoints Prototype Verification Process

1. Introduction

The TCS (Travel Charge System) is based on the installation of dedicated
monitoring equipment in new vehicles for the project of adjusting traffic in busy
periods of the day by introducing payments for each travel.

The monitoring endpoint equipment will provide information on:
e The travel location/region
e The time of departure/arrival
e Travel Distance

The purpose of this document is to describe the process of evaluating the TCS
endpoint equipment to be developed.
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2. Project Description

The system is based on installation of a commissioning device in new cars. This
device will calculate the travel tariff according to time, location , travel distance and
vehicle characteristics data. The calculated travel charge will be transmitted to the
Network Operating Center (NOC) together with the endpoint unique 1D for the
purpose of driver commissioning.

Following is a general diagram of the Travel Charge System components:

Data
Communications

Data
Communications

Data
Communications

Billing
Endpoint

TR 5

Billing Server

Billing
Endpoint

ISR S5y
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3. The Endpoint Selection Criteria

The endpoints prototype will be evaluated based on practical demonstration by the potential
supplier and review of required submitted test reports.

Following is the test/demo setup diagram:

GPS
Link
GSM
Link
Smartphone J / I :
With dedicated demo app ! q !
: = !
Bluetooth : B '
Smart ! =] - :
ma Endpoint { — 1
|
uuT | ==\ i
|
I PC i
| Running a demo app i
T i i
|
Car End CAR DG IN E el ServerEnd __!




Part of the tests listed in this procedure is pass/fail (marked in green) and parts are qualitative

Endpoints Prototype Verification Process

and will be scored (marked in orange)

The endpoints test process will include the following

3.1 General Tests

Test | Test Description Spec Test Criteria Test Method Pass/ | Remarks
it Item Fail
Score
3.1.1 | Operating Temp 1.2 Per 5905 Potential
Range standard, Supplier Report
general
specification,
section 3.1
3.1.2 | Simplicity of 1.15 | Qualitative Potential
installation and Supplier Report
interface to chassis
3.1.3 | Production Quality NA Qualitative Potential

(electronic/mechanical
parts)

comments:

1. Final electronic
board will be
assembled in
the prototypes

2. Prototypes
mechanical
parts can be
made from
different
material/techno
logy of final

product (for

Supplier Report
+ Practical Test
by experts
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example
machining, 3D
printing)

3.1.4 | Product tree NA No End Of Life | Bill of Materials Provided BOM must
evaluation (Bill of evaluation by include the following
Material review, Minimal number | €xperts fields:
availability of material of unique single
and life cycle status) source Manufacturer,

components Manufacturer PN,
Quantity, Production
life cycle status,
unigue Yes/No, Unit
cost per 10K

3.1.6 | Product cost NA | Qualitative Evaluation by Verifying the
evaluation based on experts supplier declared
the provided detailed product cost figure
BOM reliability vs actual

BOM cost figures

3.1.6 | Evaluating the NA Qualitative Evaluation by

production process
and product
complexity level
(electrical/mechanical)

experts
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3.2 Local Communications Tests

Test | Test Description Spec | Test Criteria Test Method Pass/Fail | Remarks
# Item
Score
3.2.1 | Maintenance port test 1.8 | Compliance Potential
with Spec supplier report
and
demonstration
3.2.2 | Installation and 2.13 | Compliance Poteqtia]
firmware upgrade with Spec supplier report
processes through: and .
demonstration
1. local
maintenance
port
2. Server (over the
air)
3.2.3 | Bluetooth connectivity 2.14 | Compliance Potential
with the dedicated with Spec supplier report
smartphone app and .
demonstration
Pair/Unpair test
File transfer
Reliability
RF Rx/Tx tests
by expert
3.2.4 | Odometer readout 1.12 | Compliance Potential
reliability with Spec supplier report

Note: from CANBUS or
from any other

alternative method (e.g.

and
demonstration
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based on the car speed
data)

3.2.5 | VIN readout reliability 1.12 | Compliance Potential
from CANBUS with Spec SUE;P“GF report
an
demonstration
3.2.6 | Travel log readout \2.14 | Compliance Potential
through maintenance 1.8 | with Spec supplier report
port and _
demonstration
3.3 Communication with the Remote NOC server
Test | Test Description Spec Test Criteria | Test Method Pass/ | Remarks
it ltem Fail
Score
3.3.1 | Keep alive/Health Check 1.1 Compliance | Potential supplier
message tests with Spec report and
demonstration on
Stability
3.3.2 | Payment Charge message 2.7 Compliance | Potential supplier
test at the end of the travel with Spec report and
inc|uding Charge demonstration
calculation according to Stability
defined travel parameters
and regions map
3.3.3 | Transferring the endpoint 2.1 Compliance | Potential supplier
from private to open with Spec report and '
transmission modes. Test demonstration n
of data transfer in each Stability
operating mode




Endpoints Prototype Verification Process

3.3.4 | GSM Rx/Tx Quality 14 Qualitative Potential supplier Endpoint Rx/Tx
report and quality will be
demonstration verified using

benchmark
Tests by RF Expert anetimak tosis

3.3.5 | GPS Rx/Tx Quality i Qualitative Potential supplier Endpoint Rx/Tx
report and quality will be
demonstration verified using

b Kk
Tests by RF Expert anehmart 1esis
3.3.6 | Working in lack of GPS 24 Qualitative Potential supplier
conditions report and
demonstration
Reliable charge calculation
in temporarily lack of GPS
3.4 Power Tests
Test | Test Description Spec Test Criteria | Test Method Pass/ | Remarks
# Item Fail
Score
3.4.1 | Normal operation within the 1.2 Per 5905 Potential supplier
entire specified input standard, report and
voltage range general demonstration
specification,
section 4.1
3.4.2 | Power consumption — travel | According | Per 5905 Potential supplier
mode to vehicle | standard, reportand
standard | general demonstration n
allowed | specification,
figure section 4.5
3.4.3 | Power consumption — sleep | According | Per 5905 Potential supplier
mode to vehicle | standard, reportand
standard | general demonstration
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allowed | specification,
figure section 4.1
0N
3.4.4 | Memory store in power 2.3\2.1 Per 5905 Potential supplier
down (log and VIN data standard, report and _
store) functional demonstration
specification,
sections 3.5.2
3.4.5 | Tolerance to power 15 Per 5905 Potential supplier
drop/outage during standard, report and .
operation without loss of functional demonstration
data specification,
sections 3.5.3
3.5 Security Level
Test | Test Description Spec Test Criteria | Test Method Pass/ | Remarks
# ltem Fail
Score
3.5.1 | AES256 Implementation 3.1 Compliance | Potential supplier
test in every data with Spec reportand
communication to/from demonstration
NOC server
3.56.2 | Local maintenance port 3.4 Compliance | Potential supplier
protection method and with Spec report and
level of protection demonstration
3.5.3 | Internal electronics ports 3.3 Compliance | Potential supplier
protection method and with Spec report and
demonstration
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level of protection

3.5.4 | Protection level from GSM | 3.2\3.1 | Compliance | Potential supplier
and GPS blockage with Spec report and
demonstration
3.5.5 | Protection level from 3.5 Compliance | Potential supplier
physical opening of with Spec report and
endpoint demonstration
Meeting
FIPS140-2
level 2
standard

requirements

3.6 Demonstration User Interface

Test | Test Description Spec Test Test Method Pass/ | Remarks
# Item Criteria Fail
Score

3.6.1 | Smartphone demonstration | 2.14 | Compliance | Potential supplier

user interface test (user with Spec | reportand

travel reports, real time demonstration

display, system alerts)
3.6.2 | Server end demo TBD | Compliance | Potential supplier

application test (user travel with Spec | report and

demonstration

reports, user data,
private/open modes, alerts
indications)

10
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3.6.3 | Real time charge data \2.14 | Compliance | Potential supplier
display (smartphone or 2.11 | with Spec | reportand
dedicated display) demonstration
3.7 Regulations Compliance
Test | Test Description Spec Test Criteria | Test Method Pass/ | Remarks
# Item Fail
Score
3.7.1 | Radiation Emission Tests 4 Per 5905 Certified EMC Lab
Compliance standard, Reports
general Submission (pre-
specification, | S¢@n)
section 3.4 Cb Schem
approved lab is
mandatory
3.7.2 | Conducted Emission Tests 4 Per 5905 Certified EMC Lab
Compliance standard, Reports
general Submission
specification,
section 3.4 Cb Schem .
approved lab is
mandatory
3.7.3 | Environmental Conditions 4 Per 5905 Certified
Tests Compliance (water, standard, Environmental Lab
dust, humidity, general Reports
temperature, vibration) specification, | Submission
chapter 3 Cb Schem

approved lab is
mandatory

11




